Kuchengeteka Paindaneti, Matsotsi uye Marara

Vadzidzi vachadzidza nezvevanhu vane utsinye vanoshandisa indaneti vangaedza
kuba mashoko evamwe vachitora mukana wepanenge pasina kusimba. Vadzidzi
vachakwanisa kutsanangura njodzi dziripo kana ukaenda paindaneti, kugadzira
zvinhu zvekuzvidzivirira nazvo, kuziva mameseji atingati marara, uye kutsanangura
kuti ndiani anofanira kukumbira pasiwedhi yavo.

Zvekushandisa

Mapepa Akanyowa Marara



Njodzi Dzepaindaneti

Chikamu Chekutanga
Udza Vadzidzi Vako

Paunenge uchishandisa Indaneti, unozviisa panjodzi nekungovhura peji, kukurukura,
kana kudhaunirodha zvinhu. Dzimwe nguva zviri nyore kuti mawebhusayiti
aunovhura, vanhu vari panetiweki yauri kushandisa, kana vamwewo vazive
kwaunenge uri kana mashoko nezvako paunotsvaga zvinhu paindaneti.

Bvunza Vadzidzi Vako
Ndiani angatora mukana uyu wekuti hauna kuchengeteka oona mashoko nezvako?

1. Ava vanogona kuva matsotsi, vasori vehurumende, nevamwewo.

Udza Vadzidzi Vako

Paunenge uchitsvaga mashoko paindaneti, matsotsi anogona kuwana mashoko
nezvako sezvinongoitwa nevanokubvumidza kushandisa Indaneti yavo. Kuti
uderedze njodzi iyi, unofanira kupinda paindaneti uchishandisa nzira
yakachengeteka. Pasinei nenzira yauri kushandisa kuti upinde paindaneti,
mawebhusayiti mazhinji anoedza kutevera mashandisiro aunoita nzvimbo
dzakawanda. Vanogona kukuona uri paindaneti, kwaunenge uri, nezvaunenge
uchiita kuti vazive kuti ndiwe ani.

Bvunza Vadzidzi Vako
Nemhaka yei matsotsi ane utsinye achiedza kuwana mashoko nezvako paindaneti?
Vanhu ava vanenge vachitsvaga mashoko akaita sei? Nemhaka yei webhusayiti

yaunenge uchishandisa ichida kuziva kuti ndiwe ani?

1. Mashoko ako uye kuti ndiwe ani anogona kutengeswa kana kuitiswa mari nawo.

Pane anoziva chinonzi vhairasi yepakombiyuta here? Ingaita chii?
Udza Vadzidzi Vako

Vhairasi iyi ikodhi inoshandisa kombiyuta yako iwe usingazvizivi. Mamwe mavhairasi
anogona kuunganidza mashoko pakombiyuta, kubva pamwoyo wayo kusvika
pamashoko aunotsvaga. Inogonawo kubvumidza matsotsi kuti ave varidzi
vekombiyuta yako oishandisa sekuda kwavo. Mavhairasi mazhinji haana kunyanya
kuoma, akadai semawebhusayiti ekunyepedzera anoisa maadhivheti pabhurauza



rako kuti awane mari.

Bvunza Vadzidzi Vako

Ungaita sei kuti uzvichengetedze kubva kumavhairasi, vasori, kana vanokutevera?
Udza Vadzidzi Vako

Unangwarira paunenge uchidzvanya ma link, maadhivheti, kana zvinhu zvinoiswa
panzvimbo dzekukurukura. URL iri kuenderana nezvauri kuda here? Unokwanisa
kuvhura peji iyoyo zvekare here kana uchinge zvataipa kana kutsvaga paindaneti?
SSL/TLS inofanira kuchengetedza peji yeakaundi yakakosha (yakadai seGoogle,
Facebook, Twitter, kana maakaundi ebhengi). SSL/TLS inoita kuti zviomere tsotsi riri
panetiweki iyoyo kuti rikutumire webhusayiti yemanyepo kana iwe ukanyora URL
yakarurama, ukasadaro zvinoriitira nyore.

Mamwe mawebhusayiti anokwanisa kushandisa makodhi kuti awane mashoko
nezvako kana maakaundi epaindaneti kana pakangoitwa mhosho pakunyora kodhi.
Anobva akwanisa kushandisa akaundi yako kutumira matsamba kune vamwe vanhu.

Unofanira kudhaunirodha kana kuisa mapurogiramu anobva kunzvimbo
dzakavimbika uye tanga wafunga usati wadhaunirodha mafaira akadai seaya (.exe,
.pkg, .sh, .dll, or .dmg) Mafaira akadai ndeaya anokwanisa kuita zvese zvese.
Dzimwe nguva anogona kuitiswa zvisizvo. Semuenzaniso, mumwe munhu anogona
kunyora mashoko ezviri kuda kuitwa kuti adzime zviri pamwoyo wekombiyuta
yemumwe kana kuti kuisa bhurauza rekunyepa. Ndokusaka uchifanira kuisa
mapurogiramu anobva kwakavimbika chete.

Unogona kushandisa mapurogiramu anodzivisa mavhairasi epakombiyuta. Mamwe
mapurogiramu anodzivisa mavhairasi anogona kuuya ari mukombiyuta yako
(semuenzaniso Microsoft Security Essentials for Windows); ukuwo mamwe
mapurogiramu, akadai seari pamakombiyuta eApple, ane zvinodzivisa kuti usaisa
mapurogiramu anobva kusingazivikanwi. Tanga wafunga usati wabvisa masetin’i
akadai.

Uyewo, unogona kushandisa mirayiridzo inoita kuti uvhare kana kubhuroka ma plug-
in, zvoita kuti zviome kukuteverera. Zvisinei, ma plug-in iwayo anogona kutadzisa
mapurogiramu akanaka, zvakadai sekuzoona mavhidhiyo. lwe ndiwe unosarudza
kuti unoda here kuisa mapurogiramu aya zvichienderana nekuti unoda here kuti
vamwe vazive zvauri kuita. Unogona kuzvibvunza mibvunzo yakadai sewokuti,
Kutevererwa kunondikanganisa kusvika papi? Ndinoda kuviga zvinhu zvangu here?
Ndinoda kuona mashoko aya zvakanyanya here (sepaya pekuti plug-in inenge
ichibhuroka vhidhiyo)?



Zvekushandisa Pakuchengeteka

Chikamu Chekutanga
Mutambo Wekirasi

Tapota ziva izvi: Zvimwe zviri muchikamu chino zvakaitwa pa “Basa rekuita #1:
Njodzi Dzepaindaneti.” Tiri kusiyira iwe kuti usarudze kuti unoda kudzokorora
chidzidzo ichi zvekare here kana kuti kwete kana wakazviita pa“Basa rekuita #1.”

Bvunza Vadzidzi Vako
Unoziva kuti kana uri palndaneti wakachengeteka here kana kuti kwete?
Udza Vadzidzi Vako

Kana usina kutora matanho anodiwa, zvakaoma kuti uzive, kana kuti hazvitoiti
zvachose, kuti uzvichengetedze panjodzi dzinowanika paindaneti [Zvataurwa
muchidzidzo chadarika.]

Pane mamwe matambudziko matsva anonyuka zuva rega rega, saka zvakakosha
kuti ugare wakangwarira.

Bvunza Vadzidzi Vako

Ungaita sei kana mumwe munhu akaita kuti ubvume kuti webhusayiti yake
yakakosha chaizvo?

Pane maturusi aunogona kushandisa kuti usawira munjodzi, kana kuti uideredze.
Pane anoziva maturusi acho here?

Udza Vadzidzi Vako

HTTPS ndiyo inoshandiswa nemawebhusayiti kuti akiye mashoko anotumirwa
palndaneti. Kukiya kuti zvisaverengeka kunoita kuti vasinei nemashoko acho varege
kuona mashoko aunotumira. Kunoita kuti mashoko awedzere kuchengeteka uye
kunokwanisa kushandiswa pabhurauza ripi zvaro nekuwedzera mabhii ekuti “https://”
usati wanyora kero yeURL yaunoshandisa (sekuti https://www.mysite.com). Zvisinei,
haasi mawebhusayiti ose anoshandisa HTTPS.

1. Unofanira kungonyora mashoko akakosha chete (akadai semapasiwedhi,
nhamba dzemakadhi ekutenga nawo) pamapeji epawebhusayiti anotanga achiti
HTTPS://

2. Unogona kushandisa mapurogiramu anokupa HTTPS pose pazvinenge
zvichiita.



3. Mabhurauza makuru mazhinji ane zvekuratidza kuchengeteka zvine
mufananidzo wekiyi nechekunotanga kunyorwa kero pakanzi HTTPS.

4. Zvisinei hazvo, hazvirevi kuti kana pane HTTPS unenge wachengeteka nekuti
kune mamwe mawebhusayiti ematsotsi anoshandisawo HTTPS. HTTPS inoita
kuti uchengeteke asi haikwanisi kuita kuti webhusayiti ive yakanaka.

Mamwe mazita emapurogiramu anoita kuti HTTPS ive yakachengeteka ndeanoti
Secure Sockets Layer (SSL)/Transport Layer Security (TLS). SSL/TLS anoshandisa
makiyi ekuti zvisaverengeka, ayo anoshanda sezvinongoita makiyi chaiwo. Kana
ukanyorera shamwari yako mamwe mashoko pabepa ausingadi kuti azivikanwe
nevamwe vanhu, chero munhu anenge anhonga bepa iroro anoona sikireti yako.
Pane kudaro, ngatiti womupa makiyi ekuvhurisa, womutumira mashoko acho ari
mubhokisi rakakiyiwa. Kana mumwe munhu akasangana nebhokisi racho,
zvichamuomera kuziva zviri mubhokisi racho iye asina makiyi. Kana mumwe munhu
akachinjanisa mabhokisi acho, uchaona kuti makiyi awapiwa haashandi. SSL/TLS
anoshandawo zvakadaro, asi pari pawebhusayiti.

Zvinoratidza kuti bhurauza rakachengeteka here zvinotumirawo setifiketi rinonzi
Extended Validation (EV). Masetifiketi eEV anopiwa kumawebhusayiti kuti ave
nechokwadi chekuti muridzi ndiani. Mumabhurauza, dzimwe nguva zvinoratidza EV
zvingava zita rewebhusayiti kana kuti munhu akarinyoresa wacho pedyo
nepanonyorwa kero. Masetifiketi eEV anopiwa kumawebhusayiti kuti ave
nechokwadi chekuti muridzi ndiani. Mumabhurauza, dzimwe nguva zvinoratidza EV
zvingava zita rewebhusayiti kana kuti munhu akarinyoresa wacho pedyo
nepanonyorwa kero. Kana usina chokwadi nemamwe mashoko ari pawebhusayiti,
unogona kutarisa woona kuti setifiketi yeURL inoenderana neURL iri pabhurauza
pakanzi “View Certificate.” [Zvingabatsira kuti uratidze vadzidzi pasikirini kuti
vangawana sei pakanzi “View Certificate.” Mabhurauza anogona kusiyana nzira
yekuti usvike apa. Semuenzaniso, paChrome, pakanzi “View,” dzvanya “Developer”
wozodzvanya “Developer Tools.” Kubva pakanzi “Developer Tools” dzvanya pakanzi
“Security”, wozodzvanya “View Certificate.”

Kuwedzera pakushandisa mapurogiramu asingazivikanwi kwaanenge abva,
mapurogiramu ekudzivirira mavhairasi anogona kuita kuti usavhura mapeji ane
njodzi kana kudhaunirodha zvinhu zvinokuvadza.

Kazhinji matsotsi anoshandisa indaneti kuti abe, achiita zvekunyora tsamba
achinyepedzera kuva munhu kwaye. Anokubva akubvunza pasiwedhi yako,
yavanofunga kuti uchatumira neemail kana kuti kuinyora pawebhusayiti yavo
yekunyepera. Zvinobvisa marara zvinogona kuita matsama akadai asapinda
mubhokisi rako rematsamba. Kuti maturusi aya ashande zvakanaka, maka
matsamba ose ausinganzwisisi anongopinda mubhokisi mako.

Bvunza Vadzidzi Vako



Ndezvipi zvaungaita kuti usaguma wangovhura mafaira akaipa pakombiyuta pako?

Udza Vadzidzi Vako

Nguva dzose iva nechokwadi chekuti uri kudhaunirodha zvinhu pamawebhusayiti
akavimbika. Unofanira kungwarira zvakanyanya usati wavhura matsamba ane
zvakanamirwa kana kuti anongonyuka. Unogonawo kuisa mapurogiramu ekudzivirira
ane mukurumbira wakanaka anodzivisa zvinhu zvinokuvadza.



Kupanana Mapasiwedhi

Chikamu Chekutanga
Bvunza Vadzidzi Vako
Ndepapi paunofunga kuti zvakanaka kuudza mumwe munhu pasiwedhi yako?

1. Mhinduro dzinogona kusanganisiro akaundi dzinoshandiswa nevakawanda
(dzakadai seNetflix).

Matambudziko api angavapo zvichikonzerwa nekubvumidza mumwe munhu
kushandisa pasiwedhi yangu?

1. Kana tsotsi rikaziva pasiwedhi yako, akaundi yako inogona kuvhurwa.
Kubvumira mumwe munhu kushandisa pasiwedhi yako kunowedzera mikana
yekuti mumwe munhu apinde muakaundi yako. Kana pasiwedhi iyoyo
ichishandiswa zvekare pane mamwe mawebhusayiti, naiwayo anogona
kuvhurwa.

Udza Vadzidzi Vako

Tsika yakanaka ndeyekurega kubvumira mumwe munhu kuti ashandise pasiwedhi
yako, kusiya kwekombiyuta inokubvunza pasiwedhi kuti upinde.
Sezvambotsanangurwa, kune vamwe vanotsvetera vamwe kuti vavape mapasiwedhi
avo.

Zvisinei, kune vamwe vanhu vanotoita zvekukuudza kuti ndipe pasiwedhi yako,
vachinyepa kuti ukasadaro ungave panjodzi. Kunyange zvazvo vamwe vevanhu ava
vangave nevavariro yakanaka, sepaya apo shamwari inenge ichida kuona zviri
paakaundi yako zviri kukunetsa, hakusi kuchenjera kupa mumwe munhu pasiwedhi
yako, kunyanya kana uchishandisa pasiwedhi iyoyo kupinda pamaakaundi
akawanda. Kana ukasarudza kupa mumwe munhu pasiwedhi yako, iva nechokwadi
chekuti hapana pamwe painoshanda uye shandisa maneja wemapasiwedhi kuti
umupe.

Dzimwe nguva, vamwe vanhu vanogona kukumbira pasiwedhi yako vanhu vakuru
vaunoziva uye vaunovimba navo, vakadai sevabereki, vadzidzisi, kana
waunoshandira. Kunyange zvazvo uchiziva uye uchivimba nevanhu ava,
zvakangonaka kuti vatange vatsanangura kuti vanoda kuisandisa chii uye
vachaichengetedza sei. Kunyanya vanhu vakuru vasiri vemumba menyu, zvakanaka
kuvabvunza zvakananga kuti pane mutemo here unoti unofanira kuvapa pasiwedhi
yako.



Kubvunza zvine kuremekedza kuti pane mitemo nemirau here kwakakosha
kunyanya kana munhu wacho asiri wemumba menyu, akadai semupurisa. Kana
ukabvunzwa pasiwedhi yako nemupurisa kana mumwe anoshanda muhurumende,
dzikama uye ramba uchimuremekedza. Mubvunze kuti ari kuidii uye mitemo ipi kana
mirau inoti unofanira kuvapa mashoko iwayo.

Zvichienderana nezviri kuitika panguva yacho, unogona kupa mubereki / anokurera,

mudzidzisi, waunoshandira, mupurisa, mukuru wehurumende, kana mumwe munhu

mukuru pasiwedhi yako. Mamiriro acho ezvinhu angaita kuti umupe pasiwedhi yako

angasanganisira kuti pane mutemo uri kuti udaro, iwe uchionawo kuti kana ukamupa
zvichakubatsira.

Kana munhu mukuru akakumbira pasiwedhi yako, asi wotadza kugadzikana nazvo,
bvunza mubereki / anokurera kana mumwe munhu mukuru waunovimba naye
nekukurumidza, usati wamupa.
Bvunza Vadzidzi Vako
Ndepapi paungapa mumwe munhu pasiwedhi yako paindaneti?

1. Ndepaya chete paunonzi nekombiyuta nyora pasiwedhi yako kuti upinde. Usafa

wakapa mumwe munhu pasiwedhi yako, pangave paemail, nekuti iyi haikiyiwe
uye haina kuchengeteka.



Basa Rekuita

Mapepa akanyorwa

Basa Rekuita

Kamura vadzidzi kuitwa zvikwata zvevanhu 2-3. Ipa Vadzidzi Mapepa Akanyorwa.
Zvadaro, ita kuti mudzidzi wega wega anyore chati achiratidza vamwe kuti angaziva
sei marara uye kuti pane mashoko chaiwo avanofanira kupa vamwe vanhu /
zvikwata zvevanhu.

Udza Vadzidzi Vako

Verenga zviitiko zvakasiyana-siyana mokurukura kuti meseji yacho marara here
kana kuti kwete, uye kuti munofanira kuudza vamwe vanhu mashoko akadaro here.

Mutambo Wekirasi

Ipa vadzidzi maminiti 10 ekuti vaite izvi. Zvadaro, ita kuti zvikwata zvikurukure
zvavawana.

Bvunza Vadzidzi Vako

Ndirini paunogona kutumira mumwe munhu pasiwedhi yako uchishandisa email?
Udza Vadzidzi Vako

Hakuna mawebhusayiti kana makambani anokumbira munhu pasiwedhi yake
vachishandisa tsamba. Hapana waunofanira kupa pasiwedhi yako uchishandisa

tsamba, kunyange munhu wacho achiita seari pachokwadi. Email haina
kuchengeteka zvachose.

Chikamu Chechipiri

Basa Rekuita

Vadzidzi ngavadzokere munzvimbo dzavo nekuti basa rinotevera nderekuti munhu
aite ari ega.

Ipa vadzidzi maminiti 15 ekuti vagadzire machati avo.
Udza Vadzidzi Vako
lye zvino, pabepa, nyora chati inoratidza kuti munhu angaziva sei marara uye kuti

vanofanira kuudza vamwe here. Zvingava zvinobatsira kushandisa chimwe chiitiko
pachati yako; chingava sechiri pamapepa (kana ukadaro, nyora nhamba yechiitiko



chacho pamusoro pechati yako), kana kuti chiitiko chako wega. Kana ukanyora
chiitiko chako wega, tsanangura nemashoko mashoma nechepamusoro pechati

yako.

Ipa vadzidzi maminiti 15 ekuti vagadzire machati avo.

Zvidzidzo izvi muri kuzvipiwa neYouth and Media paBerkman Klein Center for Internet & Society at Harvard University pasi
perezenisi reCreative Commons Attribution-ShareAlike 4.0 International. Unogona kuzvishandisa, kusanganisira
kukopa,zvingava zvekuti uwane mari kana kuti kwete, chero bedzi uchitaura kuti mashoko acho ari kubva kuYouth and Media
woashandisa maererano nemitamo yacho. Zvidzidzo izvi zviripowo paindaneti paPeji yeBerkman Klein's Digital Literacy
Resource.


http://www.tcpdf.org

